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Background

• Old SIS security review process
• Antiquated

• Relied more on human input than available technology

• Left room for human errors

• Time consuming

• Consequences
• Proliferation of mismatched permissions

• Security flaws

• Noncompliance
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Primary Goals
• Report on user security

• Audit information 
access

Secondary Goals
• Visualize the data

• Automate tasks

Compliance
• Achieve compliance 

with GLBA and NIST 
standards
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Reporting on User Security

Mapping Links
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Reporting on User Security

Start with base query:
• Colleague ID Number

• Username (actual name)

• User ID
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• Mnemonic access granted per class



© 2025 – Entrinsik All Rights Reserved

Reporting on User Security

Start with base query:
• Colleague ID Number

• Username (actual name)

• User ID

Add security information:
• Active status

• Security classes

• Mnemonic access granted per class

Link with HR files:
• Division

• Department

• Position Title
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Reporting on User Security

Criteria or Filters?

Criteria:

• Allows us to narrow the scope of the data, but restricts the records to only those within the scope.

Filters:

• Allows us to selectively restrict which records we’re seeing without running the query again.

Exclude criteria to get the full view.

Use filters to selectively reduce records.
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Reporting on User Security

Filtering Logic

1. Filter on employees with a status of “ACTIVE”.
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Reporting on User Security

Filtering Logic

1. Filter on employees with a status of “ACTIVE”.

2. Filter on employees without an active position.
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Reporting on User Security
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3. Create Saved List > Export to Colleague.
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Reporting on User Security

Filtering Logic
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Reporting on User Security

Filtering Logic

1. Filter on employees with a status of “ACTIVE”.

2. Filter on employees without an active position.

3. Create Saved List > Export to Colleague.

4. Colleague > CONF: Convert “ACTIVE” to
“INACTIVE”.

5. Rerun query. Only filter for “ACTIVE”.
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Reporting on User Security

Filtering Logic

• List of all active employees, 
classes assigned to them,
mnemonics they have access
to.

• Review monthly.
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Reporting for Data Loss Prevention

DLP – Data Loss Prevention: How we monitor and track data leaving our SIS environment.

Two ways:
1. Server level logging

• Requires verbose logging.

• Gives you EVERYTHING, but hinders system performance. Not sustainable long-term.

2. Colleague’s built-in “User Activity Logging” module

• Can log all file browse/export activity.

• Not dynamic, but Informer can enhance functionality.

• Can be enabled on UALP
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Reporting for Data Loss Prevention

• Query the USER.ACTIVITY file

• Criteria: ACTIVITY.ADD.DATE on or after
TODAY-1M
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Reporting for Data Loss Prevention

• Make the data meaningful

• Add a Visual
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Reporting for Data Loss Prevention



© 2025 – Entrinsik All Rights Reserved

Reporting for Data Loss Prevention

Generate an external link:
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Reporting for Data Loss Prevention

Generate an external link:
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Bringing It All Together: Automation

• Create a job to refresh both datasets

• Run monthly

• Email reports



© 2025 – Entrinsik All Rights Reserved

Bringing It All Together: Automation



© 2025 – Entrinsik All Rights Reserved

Bringing It All Together: Automation
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Bringing It All Together: Automation
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Bringing It All Together: Automation
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Future

• Additional platforms:
• Event/building management

• Canvas LMS

• Informer
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Thank you!

Questions/Comments:

t.cavenaile@dacc.edu
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